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Summary
This release includes blacklist feedback system, multicore web filtering service, QoS/Bandwidth improvements, improvements provided by UTM4 project
and various bug fixes.

 

CWL Blacklist Feedback System is released

CWL Blacklist Feedback system has been released. CWL Blacklist Feedback System has two functions. These are "URL search" and "URL feedback". This
system can be accessed via labrisnetworks.com or from Labris Webfilter banned site warning template.

Labris Webfilter banned site template had also been changed. When user is blocked, If he/she thinks the website to be accessed is listed under a wrong
category, a link has been added to submit this recategorization request.

 



 

 



 

 

Labris Webfilter Performance Increase

Labris Webfilter now supports multicore. Webfilter load is evenly spreaded to cores with the release. Process count can be managed via LMC
Filter Module.



QOS/Bandwith Improvements

Bandwidth limitation per IP and shared bandwidth methods are implemented. Previously, total subnet was sharing total defined bandwdith and
per IP granularity was not supported.
Every IP address defined in the specific rule will have that exact limiting stated on the QOS object. Also upload and download limiting can be
managed seperately with this release.
With Shared option, total limit is shared between the network in the rule, which is the behaviour of the 3.4.1 version of QOS/Bandwidth.

High Availability Supports ADSL

ADSL type ppp interfaces are support in high availability configurations.
All members of high availability configuration should be connected to ADSL modem via a switch. 

High Availability Supports Bridge

Bridge interfaces can be used in high availability.



Connection History Supports Application and User Names

Connection history table supports application name and user name in Logview interfaces.

Flood Control Network Exclusion

Now desired networks can be excluded from flood control rules.

Update and Security notifications

Users will get a notification if they use an outdated software version and if they have allowed console access permission to 0.0.0.0(any) network.

Improvements

Various bug fixes and improvements at Labris Webfilter engine.
Various bug fixes and improvements at Labris Network module.
Various bug fixes and improvements at Labris IPSEC VPN engine.
Various bug fixes, improvements, engine changes at Labris WAUTH module.
Various bug fixes, improvements, engine changes at Labris Central Management module.
Network Visibility module improvements
Policy based routing bug fixes
Mysql version update
Java 1.8.0 security update
Nss and Nspr security update
IP routing and firewall engine updates

Known Issues

Risk map report problems
There are some cases that a wauth user could not be deleted from the system after this user resets password.
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